Northeastern Catholic District School Board

BREACH OF PERSONAL INFORMATION
Administrative Procedure: APE024-2

POLICY STATEMENT

The Northeastern Catholic District School Board (NCDSB) is committed to protecting the personal
information under its care and control. The Municipal Freedom of Information and Protection of
Privacy Act (MFIPPA) establishes rules to follow to ensure the protection of individual privacy.

REFERENCES

Education Act
Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
Personal Health Information Protection Act (PHIPA)
Personal Information Protection and Electronic Documents Act (PIPEDA)
Ontario School Record (OSR) Guideline 2000
NCDSB Policy
E-24 Personal Information Management
NCDSB Procedure
APEQ24-1 Personal Information Management

DEFINITIONS

Privacy Breach
Occurs when personal information is compromised, that is, when it is collected, used, disclosed,
retained, or destroyed in a manner inconsistent with privacy legislation.



1.14 Complete a Privacy Breach Summary Report.

2.0 ASSESS
2.1
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5.0 NOTIFICATION
5.1 Notification helps to ensure that the affected parties can take remedial action, if necessary,
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5.6.3  The nature of potential or actual risk or harm.

5.6.4  What mitigating actions were/are being taken.

5.6.5  Appropriate actions for individuals to take in order to protect themselves against
harm; and

5.6.6 A contact person for questions or to provide further information and/or contact
information for the Information and Privacy Commissioner (IPC).

6.0 PREVENTION OF FUTURE BREACHES
6.1 Once the breach has been resolved, the Privacy Information Officer shall work with the
Principal, Manager or Superintendent to develop a prevention plan or take corrective
actions, if required. The extent of the response shall be determined by the significance of
the breach and whether it was systemic or isolated. Responses could include, audits,
review of policies, procedures and practices; employee training; or review of delivery
partners.

7.0 RELATED FORMS AND DOCUMENTS
FORMS: Privacy Breach Report
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